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Issue Date Version History of Changes Approval

12/03/12 2.0 Policy Principle added in relation to users 
and Members not automatically forwarding 
emails classified as RESTRICTED to 
personal email accounts.

Full Council

12/03/13 2.0 No policy changes. ICT Security 
Forum

25/02/14 3.0 Policy Principle added in relation to 
classifying emails.

ICT Security 
Forum.

23/01/2015 3.0 Approved – no policy changes ICT Security 
Forum

15/01/2016 3.0 Approved – no policy changes. ICT Security 
Forum.

11/03/2016 4.0 Sections 5, 9, 15, 16, 20 & 21 updated. Information 
Governance 
Forum

16/03/2017 5.0 Implementation Responsibilities updated 
to reflect IGF responsibilities. 

Information 
Governance 
Forum

06/02/2018 6.0 Policy principle 13 updated to reflect non-
forwarding of suspicious emails.

Information 
Governance 
Forum

11/05/2018 7.0 Policy updated to include Instant 
Messaging as well as Email acceptable 
use

Information 
Governance 
Forum
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Email & Instant Messaging Acceptable Use Policy

Objective

The objective of this policy is to ensure the effective and appropriate use of email 
and Instant Messaging (IM).

This policy has been developed to manage the way in which the authority complies 
within the ISO 27001 standard. 

Scope

The Email & Instant Messaging AUP shall apply to all email and instant messages 
processed by MTCBC employees, school-based staff, Members and third-parties 
(referred to as a ‘user’). All should remember that standard email and instant 
messaging is not a secure form of communication. A more secure method of 
communication shall be used, if the content of an email or instant message is 
classified as PROTECT or RESTRICTED such that if its content were disclosed or 
modified by an unauthorised person it could cause embarrassment or financial loss.

MTCBC reserves the right to temporarily or permanently limit, withdraw or restrict 
use of, or access to, any ICT facilities if they are used in an inappropriate manner.

Policy Statements

MTCBC’s email facilities shall be used in accordance with:

 Specified and published policies;
 All appropriate legislation.

Email and IM usage may be monitored to ensure compliance with this Email and 
Instant Messaging AUP. 

Implementation Responsibilities

The Information Security Officer shall develop, maintain, and publish processes to 
achieve compliance with the Email and Instant Messaging AUP. Any queries 
regarding this AUP can be directed to 01685 727444 or via email, 
information.security@merthyr.gov.uk .

All Heads of Services will be responsible for implementing the Email and Instant 
Messaging AUP within their areas of responsibility. All employees, school-based 
staff and members shall sign the Information Security Policy to indicate their 
agreement to comply with the Email and Instant Messaging AUP.

mailto:information.security@merthyr.gov.uk
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The Information Governance Forum are authorised to update and amend the 
Information Security Policy and this supporting operational policy following 
consultation with the Portfolio Member for Business and Regulatory Services.

Email & IM Usage Principles

1. MTCBC provides email and IM to assist users in the performance of their roles. 
Whilst its use should be primarily for official MTCBC business, private use may be 
permitted at the discretion of your manager on the understanding that:

 Personal messages shall be treated the same as business messages;
 Personal use of the email and IM system shall never impact the normal traffic 

flow of business related email and IM’s;
 MTCBC shall reserve the right to purge identifiable personal email to preserve 

the integrity of email systems.

2. No user shall send or forward emails or IM’s that in any way may be interpreted as 
insulting, disruptive or offensive by any other person, company, or which may be 
harmful to the morale of employees. Examples of prohibited material include, (this is 
not an exhaustive list) but are not limited to:

 Sexually explicit messages, images, cartoons, jokes or movie files;
 Unwelcome propositions, request for dates, or love letters;
 Profanity, obscenity, slander or libel;
 Ethnic, religious, or racial slurs;
 Political beliefs or commentary;
 Any message that could be construed as harassment or disparagement of 

others based on their sex, race, sexual orientation, age, national origin, 
disability, or religious or political beliefs.

People receiving offensive or sexually explicit mail or messages should inform their 
manager immediately and log an information security incident via the Information 
Security Officer (see ‘Reporting Information Security Incidents Policy’). Such material 
may not be identifiable until an e-mail or IM is opened and in these cases, staff will 
not be held responsible provided they report it immediately.

3. Email and IM’s should be unambiguous and expressed in plain business language 
so as to minimise the risk of misinterpretation.

4. It is a matter for managers to approve who can use the Internet and Electronic 
Mail and IM services, and to determine the level of access required. For Corporate 
use, requests must be submitted to the ICT Department on a “Request for ICT 
Services” form.
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5. You should always remember that checks may be made to ensure that misuse is 
not taking place, these may be ad-hoc or planned. Therefore, you should not expect 
emails or IM’s to be private as there is a possibility under these circumstances that 
the content will be seen by someone other than the sender/recipient. The monitoring 
of email and IM’s will be undertaken so that MTCBC:

 Can plan and manage its resources effectively

 Ensure that users act only in accordance with policies and procedures

 Ensures that standards are maintained

 Can prevent and detect any crime

 Can investigate any unauthorised use

 Can check for any misuse

Whilst respecting the privacy of authorised users, under relevant Data Protection 
Law, MTCBC maintains its legal right to monitor and audit the use of email by 
authorised users under the Lawful Business Practice Regulations 2000. Users 
should be aware that deletion of e-mail or an IM from individual accounts does not 
necessarily result in permanent deletion from the Council’s ICT systems.

Access to another employee or Member’s email or IM’s is strictly forbidden unless:

 The employee has given their consent

 Their email or IM’s needs to be accessed by their line manager for 
specific work purposes whilst they are absent

 Their Head of Service approves for their email or IM’s to be accessed 
by a specific member of staff for specific work purposes whilst they are 
absent

 An appropriately authorised investigation is being undertaken.

In the case of an authorised investigation, an ICT Evidence Request Form must be 
completed and correctly authorised prior to access to the mailbox being provided.

6. The email and IM system shall not be used for personal financial gain and/or be 
used in connection with a personal business.

7. Users shall NOT forward chain letters and/or SPAM/Phishing emails and 
messages either internally or externally. This includes those purporting to be for 
charity or other good causes as well as those promising wealth or other personal 
gain. Virus warnings shall come under the same exclusion as the majority of these 
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are false. Employees, school staff and Members shall refer to ICT to check the 
validity of such messages but shall not forward these messages to anyone inside or 
outside MTCBC under any circumstances.

8. Always remember that e-mail and IM’s, however confidential or damaging, may 
have to be disclosed in court proceedings if relevant to the issues.

9. When creating an email, the information contained within it must be assessed and 
classified by the owner according to the content, when appropriate. The marking 
classification will determine how the email, and the information contained within it, 
should be protected and who should be allowed access to it.

MTCBC requires information to be protectively marked into one of 3 classifications. 
The way the document is handled, published, moved and stored will be dependent 
on this scheme.

The classifications are:

 UNCLASSIFIED/Not Protectively Marked

 PROTECT

 RESTRICTED

Emails sent between Merthyr.gov.uk addresses are held within the same network 
and are deemed to be secure. Any emails to external recipients containing 
RESTRICTED information must be sent from a GCSX email or a Council provided 
secure email system such as Egress; this is because once the email leaves the 
Merthyr.gov.uk system it is liable to potential interception.

You should refer to the ‘Information/Asset Protection Policy’ and the guidance on 
protective marking for full details on the application of information classification.

10. All users are under a general requirement to maintain the confidentiality of 
information under relevant Data Protection laws. Users must make every effort to 
ensure that the confidentiality of email and IM’s is appropriately maintained. Users 
should be aware that a message is not deleted from the system until all recipients of 
the message and of any forwarded or attached copies have deleted their copies.

Care should be taken when addressing all emails and IM’s, but particularly where 
they include PROTECT or RESTRICTED information, to prevent accidental 
transmission to unintended recipients.

11. Email addresses shall not be disclosed unnecessarily. Information provided in 
surveys or other questionnaires may lead to risks such as receiving unwanted junk 
messages.
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12. Users shall not subscribe to email lists which are not relevant to business use. 
The volumes of messages that can be generated are high and the content may be 
dubious resulting in conflict with the conditions in this policy.

13. Care should be taken opening emails and attachments from unknown sources. 
Caution shall also be exercised even if attachments are received from known 
sources. If you believe an email not to be genuine, then contact the ICT Helpdesk on 
ext. 5450 – DO NOT forward the email to any other mailbox, including the ICT 
Helpdesk mailbox.

14. Users shall NOT manually forward emails or use the facility to automatically 
forward emails classified NOT PROTECTIVELY MARKED, PROTECT or 
RESTRICTED to personal email accounts. ICT can provide solutions for accessing 
MTCBC’s email system when working away from the office. Advice shall be sought 
from ICT if remote access is required. Please see the ‘Information Handling 
Guidelines’ (available via the Information/Asset Protection Policy) for the corporate 
information classification scheme.

15. Users MUST use their @merthyr.gov.uk email for all emails conducting or 
supporting Merthyr Tydfil County Borough Council business.

16. Users MUST only send information classified as RESTRICTED from a Council 
mailbox (@merthyr.gov.uk email if internal; GCSX to recipients in the Public Sector; 
or Egress if to recipients without a GCSX account). 

17. In order to maintain performance of the email server, file attachments shall not 
be circulated, they should be placed on a shared drive and a link to the document 
should be emailed to the recipient.

18. The inbox shall be managed so that a minimum amount of information remains in 
it. Personal or shared folders with meaningful names shall be used to retain items for 
any period beyond 3 days. Emails shall be deleted as soon as they are dealt with, 
the outgoing email being retained if it relates to a significant matter where the 
resolution is on email.

19. In the case of planned absence from work then the ‘Out of Office Assistant’ 
feature shall be used prior to the absence.

20. Emails and IM’s sent on behalf of the organisation represent its image and 
reputation, as well as your own professional image. Email and IM are both useful 
business tools and good etiquette and behaviour is important:

a. Always include a meaningful subject

b. Keep message clear and brief
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c. Be polite, check your tone

d. Always double-check the address line to ensure you send your email to 
the correct person(s)

e. Always use the email protective marking to classify your email based 
on its content

f. Always use the ‘Bcc’ field when sending an email to multiple recipients

g. Proof read – always check and remove any messages in the email trail 
that are not relevant or not appropriate for circulation

h. Use the Bcc field when sending or replying to an email to multiple 
recipients who want their email address to remain confidential

i. Include an email signature in your email with your name, business 
telephone number and contact business address

21. Etiquette Don’ts:

a. Do not over communicate by email, this can lead to poor productivity

b. Do not forget that emails have the same legal standing as a formal 
letter

c. Do not use email to send/forward material that is classed as 
confidential, political, obscene, threatening or offensive

d. Do not express views which could be regarded as defamatory or 
libellous in corporate emails


